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How	to	reset	apple	id	password	on	iphone

By	Steve	Gregory	i	Justin	Sullivan/Getty	Images	News/Getty	Images	It	is	possible	to	inadvertently	create	multiple	Apple	IDs	because	many	Apple	services	require	you	to	sign	in	using	an	ID.	Therefore,	you	might	end	up	with	a	different	Apple	ID	for	iCloud	and	iTunes.	If	you	no	longer	want	to	use	the	Apple	ID	that	is	on	your	iPhone,	open	the	iTunes	and
App	Stores	utility	to	remove	it.	However,	you	need	to	replace	the	old	Apple	ID	with	a	new	one	to	purchase	content	from	the	App	Store	and	iTunes.	Tap	the	"Settings"	icon	to	open	the	Settings	menu	screen.	Scroll	down	the	screen	and	tap	"ITunes	And	App	Stores"	to	open	the	iTunes	and	App	Stores	screen.	Tap	the	"Apple	ID"	field	displaying	the	old
Apple	ID	username	to	open	the	Apple	ID	pop-up	box.	Tap	"Sign	Out"	to	automatically	remove	the	old	Apple	ID	user	information	and	data.	The	iTunes	and	App	Stores	screen	reappears	with	the	Apple	ID	username	and	passwords	fields	blank.	Enter	your	new	Apple	ID	username	and	password	in	the	appropriate	fields.	Tap	"Sign	In"	to	complete	the
process.	The	Apple	ID	field	will	display	your	new	Apple	ID	username.	You	Apple	ID	password	is	a	particularly	important	one,	so	it’s	vital	that	you	not	only	keep	it	very	secret,	but	also	change	it	from	time	to	time–or	at	least	as	often	as	needed.	RELATED:	How	to	Set	Up	Two-Factor	Authentication	for	Your	Apple	ID	Think	about	it:	your	Apple	ID	password
can	let	you	buy	virtually	anything	from	the	Apple	ecosystem,	whether	it’s	music,	movies,	apps,	or	subscriptions.	It’s	fantastically	convenient	to	be	able	to	have	all	that	buying	power	at	your	fingertips,	but	it	also	implies	a	a	lot	of	responsibility.	As	is	true	with	any	password,	should	it	fall	into	the	wrong	hands,	you	could	face	some	very	costly	damage
control.	Today,	we	want	to	show	you	how	to	change	your	Apple	ID	password	and	point	out	a	few	other	items	you	might	want	to	know	about.	Start	by	heading	to	appleid.apple.com.	Go	ahead	and	type	in	your	Apple	ID	username	and	password.	If	you	have	two-factor	authentication	set	up	on	your	account	(hopefully	you	do),	then	you	will	need	to	verify
your	identity	using	a	trusted	device.	The	Apple	ID	account	page	lets	you	change	your	name,	address,	birthday,	email	addresses,	and	see	which	devices	are	attached	to	your	account.	You	can	also	change	your	billing	and	shipping	information	and	sign	for	various	Apple	newsletters.	Feel	free	to	peruse	all	these	at	your	leisure,	but	what	we’re	here	to	do	is
change	our	password,	which	can	be	done	under	the	Security	heading.	There’s	quite	a	bit	going	on	here,	but	suffice	to	say	the	most	important	item	is	perched	at	the	very	top.	Make	sure	you	try	to	use	as	strong	a	password,	and	ideally	put	it	in	a	good	password	manager.	Apple	requires	that	it	be	at	least	eight	characters,	have	upper	and	lowercase
letters,	and	contain	at	least	one	number.	Remember,	once	your	password	is	changed,	all	your	attached	devices	will	be	affected,	meaning	that	if	you’re	logged	into	your	Apple	account	on	your	Mac	or	iPad,	you	will	need	to	change	the	password	there	so	you	can	use	iCloud	and	make	purchases.	RELATED:	Your	Passwords	Are	Terrible,	and	It's	Time	to	Do
Something	About	It	You	may	also	want	to	take	a	moment,	if	you	have	not	already,	to	enable	two-step	verification,	which	is	one	of	the	most	important	security	settings	you	can	use.	Khamosh	Pathak	Apple	Notes	is	one	of	the	best	notetaking	apps	for	iPhone,	iPad,	and	Mac	users.	It	lets	you	secure	notes	using	a	password,	but	what	if	you’ve	forgotten	your
Apple	Notes	login	credentials?	Here’s	how	to	reset	your	forgotten	Apple	Notes	password.	Your	Apple	Notes	password	is	separate	from	your	iCloud	account	and	your	device	password.	If	you	forget	your	Apple	Notes	password,	Apple	can’t	help	you	regain	access	to	your	notes.	What	you	can	do	is	reset	your	Apple	Notes	password.	If	you	have	Touch	ID	or
Face	ID	linked	to	Apple	Notes,	we	suggest	you	first	back	up	the	contents	of	accessible	locked	notes.	After	you	reset	your	password,	you	won’t	regain	access	to	your	old	notes,	but	it	will	let	you	lock	notes	going	forward.	If	at	any	point	you	remember	the	old	password,	you	can	go	to	the	old	note	and	enter	the	old	password	to	unlock	it.	Apple	Notes	will
give	you	an	option	to	update	the	note	to	the	new	password.	How	to	Reset	Forgotten	Apple	Notes	Password	on	iPhone	or	iPad	You’ll	find	the	option	to	reset	the	password	for	Apple	Notes	in	the	Settings	app	on	your	iPhone	or	iPad.	Open	the	Settings	app	and	go	to	the	“Notes”	section.	Use	Apple’s	built-in	Spotlight	Search	feature	if	you	can’t	find	the
Settings	app	on	your	device.	Here,	choose	the	“Password”	option.	Because	you’ve	forgotten	the	password,	you’ll	need	to	use	the	“Reset	Password”	feature.	If	you	simply	want	to	change	the	password,	you	can	tap	“Change	Password.”	When	you	try	to	reset	the	Apple	Notes	password,	you’ll	need	to	authenticate	using	your	Apple	ID	Password.	Enter	your
password	and	tap	“OK.”	From	the	popup,	confirm	that	you	want	to	reset	the	password	by	tapping	“Reset	Password.”	You’ll	now	enter	the	“Set	Password”	screen.	Here,	enter	the	new	password	and	verify	it.	You	should	also	add	a	small	hint	so	that	you	can	easily	recover	it	in	case	you	forget	your	password	again.	After	entering	the	details,	tap	“Done.”
How	to	Reset	Forgotten	Apple	Notes	Password	on	Mac	If	you’re	primarily	a	Mac	user,	you	can	also	reset	your	Apple	Notes	password	from	the	Mac.	Open	the	Notes	app	on	your	Mac	and	click	the	“Notes”	option	from	the	menu	bar.	Here,	click	the	“Preferences”	option.	From	the	bottom	of	the	Preferences	screen,	locate	the	“Locked	Notes”	section.
Here,	you	can	select	the	location	of	the	locked	notes,	indicating	if	they’re	a	part	of	your	iCloud	account	or	stored	on	your	Mac	locally.	To	reset	the	password,	click	“Reset	Password.”	From	the	popup,	confirm	that	you	want	to	reset	the	password	by	clicking	“OK.”	To	authenticate,	enter	your	Apple	ID	password	and	click	“OK.”	To	reset	the	Notes
password	linked	to	your	Apple	ID	account,	click	“Reset	Password.”	From	the	next	screen,	enter	the	new	password,	verify	it,	and	give	a	hint	that	you’ll	remember	later.	Then,	click	“Set	Password.”	Now	that	your	Apple	Notes	password	is	reset,	you	can	continue	to	lock	your	notes	with	sensitive	information.	Take	a	look	at	our	guide	to	learn	how	Apple
Notes	can	help	organize	your	thoughts.	When	The	Verge	broke	news	of	Apple’s	password	reset	vulnerability,	they	cited	a	step-by-step	guide	that	detailed	the	process	of	exploiting	the	service.	They	declined	to	link	to	the	source	for	security	reasons,	and	rightfully	so.	However,	now	that	Apple	has	closed	the	security	hole	the	topic	of	how	it	worked	and
why	is	worth	exploring.	While	iMore	doesn’t	know	what	the	original	source	was,	we	were	able	to	reproduce	the	exploit	independently.	In	the	interest	of	helping	people	understand	how	they	were	put	at	risk,	and	allowing	anybody	designing	their	own	systems	to	avoid	similar	security	holes	in	the	future,	after	a	lot	of	consideration	and	carefully	weighing
the	pros	and	cons,	we	have	decided	to	detail	and	analyze	the	exploit.	Normally	the	password	reset	process	has	6	steps:	On	iforgot.apple.com,	enter	your	Apple	ID	to	begin	the	process.	Select	an	authentication	method	-	“Answer	security	questions”	is	the	one	we	would	use.	Enter	your	date	of	birth.	Answer	two	security	questions.	Enter	your	new
password.	Be	taken	to	a	success	page	saying	your	password	has	been	reset.	What	should	happen	in	a	process	like	this	is	that	each	step	can	only	be	performed	once	all	of	the	steps	before	it	have	successfully	been	completed.	The	security	hole	was	a	result	of	this	not	being	properly	enforced	in	Apple’s	password	reset	process.	In	step	5,	when	you	submit
your	new	password,	a	form	is	sent	to	the	iForgot	servers	with	the	password	change	request.	The	form	being	sent	takes	shape	as	a	URL	that	sends	along	all	of	the	information	needed	from	this	last	page	to	change	your	password	and	looks	something	like	this:	forceBetterPlusPasswordRules=true&password=NEWPASSWORD
aolParameter=false&borderValue=true&confirmPassword	NEWPASSWORD&findAccount=false&myAppleIdImageURL	https%3A%2F%2Fappleid.apple.com%2Fcgi-bin%2FWebObjects%2F	MyAppleId.woa%3Flocalang%3Den_US&appendingURL	&urlhit=false&accountName=johnny%40apple.com	In	the	steps	above,	an	attacker	would	be	required	to
properly	complete	steps	1-3.	The	URL	had	the	effect	of	allowing	them	to	skip	step	4,	achieve	step	5,	and	get	confirmation	in	step	6	that	they	had	successfully	reset	a	user’s	password.	With	a	fix	now	in	place,	if	you	try	this,	you	will	get	a	message	saying	“Your	request	could	not	be	completed.”	and	you’ll	have	to	restart	the	password	reset	process.	The
necessary	URL	could	be	acquired	by	walking	through	a	normal	password	reset	on	your	own	Apple	ID,	and	watching	the	network	traffic	being	sent	when	you	submitted	your	new	password	in	step	5.	The	URL	could	also	be	constructed	manually	by	somebody	if	they	looked	at	the	HTML	of	the	password	reset	page	to	see	what	information	the	page	would
be	submitting	in	the	form.	When	Apple	initially	put	a	maintenance	message	on	the	iForgot	page	to	prevent	users	from	doing	a	password	reset,	it	suffered	from	a	nearly	identical	problem.	While	you	could	no	longer	enter	your	Apple	ID	and	click	Next	to	get	to	step	2,	if	you	already	knew	the	full	URL	with	the	form	info	needed,	you	could	put	it	into	your
browser	and	be	taken	right	to	the	“Select	authentication	method”	page.	language=US-EN&defAppleId=johnny%40apple.com&urlhit=false	From	here	the	rest	of	the	password	reset	process	worked	as	normal.	Upon	being	made	aware	of	this,	Apple	took	the	entire	iForgot	page	offline.	It	is	still	unclear	if	this	exploit	was	ever	used	in	the	wild,	but
hopefully	Apple’s	response	was	fast	enough	to	stop	any	would-be	attackers.	Apple	also	issued	a	statement	to	The	Verge	yesterday	in	response	to	the	security	hole,	stating	"Apple	takes	customer	privacy	very	seriously.	We	are	aware	of	this	issue,	and	working	on	a	fix.”,	though	we	have	yet	to	see	any	comment	from	them	regarding	how	it	happened	or
how	many	users	may	have	been	affected.	Update:	After	finding	a	link	to	the	original	step-by-step	guide	(via	9to5Mac),	it	appears	that	the	original	hack	was	slightly	different,	though	with	a	similar	underlying	principle	of	modifying	requests	to	Apple	and	with	the	same	end	result.	We	may	earn	a	commission	for	purchases	using	our	links.	Learn	more.	
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