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Luckily	there	are	many	precautions	you	can	take	to	help	minimize	the	risk	of	your	online	bank	account	being	compromised,	including	using	strong	passwords	and	multi-factor	authentication,	and	being	vigilant	against	phishing	scams.	However,	with	fraudsters	becoming	more	technologically	advanced	every	day,	there	is	still	the	possibility	of	someone
gaining	unauthorized	access	to	your	account.	The	good	news	is	that	knowing	what	to	do	if	you	suspect	your	bank	account	has	been	hacked	can	help	you	minimize	the	damage	and	potential	loss	of	funds.	1.	Be	familiar	with	signs	of	a	compromise.	Youve	likely	heard	how	important	it	is	to	log	into	your	online	banking	account	regularly	to	review	activity.
This	is	because	the	faster	you	identify	a	compromise,	the	more	likely	you	are	to	resolve	it.	Check	your	account	for	any	unauthorized	transactions,	including	withdrawals	and	scheduled	or	recent	transfers.	You	should	also	be	on	the	lookout	for	address	changes,	failed	login	attempts,	or	password	resets.	In	some	cases,	your	bank	may	recognize	suspicious
activity	on	their	end	and	contact	you	to	verify	it.	Just	remember	to	never	provide	any	sensitive	personal	or	account	information	via	a	phone	call,	email,	or	text	message.	When	in	doubt,	call	your	bank	directly	to	discuss	any	strange	activity	on	your	account.	2.	Confirm	that	there	actually	is	a	compromise.	While	its	important	to	be	vigilant	when	reviewing
your	account	activity,	keep	in	mind	that	sometimes	an	odd-looking	transaction	could	be	legitimate.	Some	businesses	use	different	names	to	process	payments.	Cross	check	any	recent	purchases	with	your	receipts	or	order	confirmations.	Sometimes	a	quick	Google	search	of	the	transaction	name	could	help	you	recognize	it.	3.	Contact	your	bank
immediately.	You	can	limit	potential	loss	of	funds	if	you	take	action	as	soon	as	you	notice	suspicious	activity	in	your	bank	account.	Generally,	if	you	report	unauthorized	bank	transactions	within	48	hours,	your	liability	will	be	limited	to	$50.	However,	if	you	wait	months	to	report	fraudulent	activity,	you	may	not	be	able	to	recover	any	of	your	funds.
After	you	notify	your	bank,	they	will	likely	either	freeze	or	close	the	account	pending	their	investigation.	4.	Determine	the	extent	of	the	damage.	If	you	notice	suspicious	activity	in	one	of	your	bank	accounts,	check	your	other	accounts,	especially	those	at	the	same	financial	institution.	And	if	you	were	using	similar	login	information	for	other	accounts	or
services,	you	should	check	those	as	well	to	ensure	they	werent	also	compromised.	If	you	discover	a	compromise	in	any	of	your	accounts	you	should	also	check	your	email	account	to	ensure	it	hasnt	been	accessed	by	anyone	but	you.	If	someone	gains	access	to	your	email	account	they	can	potentially	commandeer	other	accounts	by	requesting	password
resets.	5.	Change	your	passwords,	and	security	questions.	If	you	notice	suspicious	activity	in	your	bank	account,	change	your	password	as	soon	as	possible.	If	you	were	using	a	similar	password	for	any	of	your	other	accounts	you	should	change	those	as	well.	In	the	future,	ensure	that	youre	not	using	the	same	password	with	multiple	accounts.	In
addition	to	resetting	your	password,	if	your	bank	account	has	security	questions	enabled,	you	should	update	those	as	well.	6.	Check	your	credit	report.	Depending	on	what	information	was	visible	in	your	account,	the	fraudster	who	gained	access	may	try	to	open	other	accounts	in	your	name.	Review	your	credit	report	to	ensure	that	no	unauthorized
credit	inquiries	have	been	made,	and	that	there	are	no	accounts	listed	that	you	dont	recognize.	7.	File	a	police	report.	If	money	has	been	fraudulently	taken	from	your	account	through	an	unauthorized	withdrawal	or	transfer,	you	should	file	a	police	report	and	obtain	a	copy.	While	there	may	not	be	much	that	the	police	can	do	to	find	the	person	who
hacked	into	your	account,	having	a	record	of	the	theft	will	be	helpful	as	you	work	with	your	bank	to	get	your	money	back.	You	should	also	consider	reporting	the	compromise	to	the	Federal	Trade	Commission.	While	the	FTC	does	not	help	resolve	individual	cases	of	fraud,	they	do	track	each	reported	instance	in	an	effort	to	fight	fraud	and	warn	other
consumers	about	current	scams	and	waves	of	fraudulent	activity.	At	BankFive,	were	committed	to	keeping	our	customers	up	to	date	on	the	latest	scam	attempts	and	arming	them	with	the	tools	they	need	to	keep	their	accounts	safe.	While	the	threat	of	phishing	attacks	and	compromised	login	credentials	will	likely	always	exist,	you	can	help	limit	the
risk	of	an	account	compromise	by	using	strong	passwords	and	multi-factor	authentication,	and	never	giving	your	information	to	a	scammer.	For	more	tips	on	keeping	your	finances	safe,	review	the	latest	scams	on	our	Security	Alerts	page	and	read	the	latest	tips	in	our	security-focused	blog	articles.	Digital	payments	through	Unified	Payments	Interface
(UPI)	has	become	an	essential	part	of	daily	transactions	for	many	people.	This	platform,	managed	by	National	Payments	Corporation	of	India	(NPCI),	has	made	it	easier	to	send	and	receive	money.	But,	with	increasing	digital	transactions,	the	risk	of	UPI	fraud	has	also	increased.Phishing	scams,	UPI	PIN	scams	and	money	transfer	by	mistake	are	some
of	the	cons	that	are	being	used	to	deceive	people.	Over	95,000	cases	of	UPI	fraud	transactions	were	recorded	in	India	in	2022-23,	as	per	the	finance	ministry	data.	This	marks	a	sharp	rise	from	84,000	cases	in	2021-22	and	77,000	cases	in	2020-21.There	are	several	ways	you	can	secure	your	account	from	UPI	fraud.	By	following	these	tips	you	can
remain	vigilant	against	scammers.Tips	to	protect	yourself	from	UPI	fraudDo	not	share	your	UPI	PIN/OTP:	One	big	mistake	people	often	make	is	that	they	share	their	UPI	PIN	or	OTP	with	scammers.	Fraudsters	often	pose	as	representatives	from	banks	or	government	agencies	to	trick	people	into	revealing	their	financial	details.	Remember	that	no	bank
or	government	authority	will	ask	for	your	OTP,	PIN	or	password.Dont	open	random	links:	You	may	receive	messages	from	unknown	numbers	asking	you	to	click	on	a	link	to	receive	a	reward	or	update	your	Know	Your	Customer	(KYC)	details.	Clicking	on	these	links	will	allow	scammers	to	collect	your	UPI	PIN	and	withdraw	money	from	your	account.
Do	not	visit	such	links	from	your	devices.Check	any	payment	link:	Before	making	any	payment,	you	should	always	check	the	account	holders	name	and	UPI	link.	Do	not	accept	a	payment	link	if	any	unknown	account	has	requested	it.	This	can	help	you	avoid	UPI	fraud.Beware	of	counterfeit	apps:	Do	not	download	and	install	any	fake	payment	apps.
These	apps	profess	to	provide	banking	or	financial	services	and	steal	customer	data.Use	only	secure	Wi-Fi	connections:	Using	unsecured,	public	Wi-Fi	connections	can	leave	you	vulnerable	to	hackers.	Ensure	that	you	use	a	secure	mobile	internet	or	Wi-Fi	connection	while	making	any	transactions	so	that	your	personal	data	is	safe.Alert	your	bank
immediately:	Keep	a	regular	track	of	your	financial	transactions.	Alert	your	bank	immediately	if	you	see	any	suspicious	activity.	Keep	a	UPI	payment	limit	for	daily	transactions	so	that	you	can	get	an	alert	when	any	unauthorised	payment	takes	place.	Skip	to	main	content	Online	banking	allows	you	to	make	deposits,	pay	bills,	and	transfer	money
anytimefrom	anywhere.	Its	so	easy	that	often,	you	dont	even	have	to	think	about	what	youre	doing.	Hackers	know	that.	They	count	on	moments	of	vulnerabilitywhen	you	might	never	even	noticeto	break	into	your	bank	account.	But	thats	not	their	only	tactic.	Hackers	can	slip	through	security	measures	by	using	tricks	like	credential	compromise	and
fake	public	Wi-Fi,	and	by	sending	out	phishing	emails.	The	threat	is	constant	and	difficult	to	avoid	if	you	dont	know	how	to	protect	yourself.	Thats	why	you	need	to	know	what	to	do	if	your	bank	account	gets	hacked.	If	you	check	your	bank	account	balance	and	it	seems	to	be	missing	money,	theres	a	strong	possibility	that	your	account	has	been	hacked.
There	are	other	possible	explanations,	like	a	bank	or	merchant	mistake,	a	check	you	wrote	ages	ago	that	just	got	cashed,	or	a	purchase	you	forgot	about.	But	if	your	balance	suddenly	and	unexpectedly	drops	to	zero	or	near	zero,	thats	almost	certainly	the	work	of	hackers.	A	hack	is	not	the	same	thing	as	being	scammed,	where	someone	tricks	you	into
giving	them	money.	It	is	also	different	from	a	situation	in	which	your	debit	card	is	compromised,	for	example,	if	its	lost	or	stolen.	An	account	hack	is	on	par	with	a	home	break-in:	Someone	sneaks	into	your	bank	account	and	steals	your	cash	or	account	information.	It	might	not	always	be	obvious	that	your	bank	account	was	hacked.	Though	many
hackers	will	deplete	your	funds,	others	take	smaller	amounts	here	and	there,	hoping	you	wont	notice.	After	all,	you	can	tell	immediately	if	your	account	balance	drops	to	zero,	but	you	might	not	realize	if	$100	is	disappearing	each	month.	Thats	why	you	should	closely	monitor	your	transactions	to	make	sure	you	really	made	all	of	them.	Scammers	and
hackers	are	everywhere	looking	for	the	easiest	target.	So	you	need	to	do	everything	you	can	to	make	it	harder	for	them.Steve	Weisman,	cybersecurity	expert	The	moment	you	suspect	your	bank	account	has	been	hacked,	you	need	to	take	immediate	action.	Heres	what	to	do	if	your	bank	account	is	hacked:	Step	1:	Call	your	bank	and	report	the	lossthe
sooner,	the	better.	Most	national	banks,	including	Discover,	have	dedicated	pages	on	their	websites	that	contain	tips	as	well	as	contact	information	for	reporting	fraud	to	a	specialized	team.	If	your	bank	or	credit	union	doesnt	have	a	fraud	department,	contact	someone	at	your	local	branch.	Step	2:	Check	your	other	online	accounts,	especially	if	you	use
the	same	password	for	multiple	accounts.	Its	possible	the	hackers	cast	a	wide	net	and	went	after	some	of	your	other	accounts.	If	you	notice	any	issues,	report	them	right	away.	Take	these	actions	as	soon	as	you	realize	your	bank	account	was	hacked.	Whether	or	not	your	bank	account	has	been	hacked	already,	you	can	take	proactive	steps	to	secure	it.
Those	start	with	making	sure	your	bank	offers	high-level	security	features.	For	example,	Discover	uses	Secure	Socket	Layer	technology	to	encrypt	your	information	and	proactively	monitor	your	account	for	fraud	24/7.	Then	take	these	steps	to	make	it	even	harder	for	hackers	to	break	into	your	bank	account:	Change	your	username	and	password.	Use
a	strong,	unique	password,	not	one	that	you	use	for	other	logins.	In	some	cases,	fraudsters	can	run	automated	bot	attacks	on	websites,	stealing	customer	credentials,	so	its	essential	that	your	password	is	as	unique	as	possible.	Set	up	any	monitoring	features	your	bank	offers.	For	example,	with	a	Discover	checking	account,	you	can	set	up	text	and
email	alerts	to	keep	tabs	on	transactions.	You	can	set	up	customized	alerts	based	on	your	spending	patterns,	such	as	a	notification	for	any	transaction	more	than	$250.	Push	notifications	will	always	come	directly	from	the	Discover	mobile	app,	and	you	can	also	opt	in	to	receive	text	and	email	alerts.	In	addition	to	these	monitoring	safeguards,	its
essential	to	remain	hypervigilant	against	phishing	and	other	email,	text,	or	voice	scams.	Visit	the	Discover	Bank	Online	Banking	Security	Center	to	learn	more	about	what	to	watch	out	for.	Set	up	fingerprint	or	facial	ID.	Many	banks,	including	Discover,	now	offer	biometric	options	for	logging	in	to	your	online	account	or	mobile	app.	These	features	help
prevent	access	to	your	account	on	lost	or	stolen	devices.	Even	with	these	protections	in	place,	you	should	monitor	your	account	frequentlyat	least	a	few	times	a	week,	if	not	daily.	Paying	close	attention	allows	you	to	quickly	catch	any	problems	and	act	to	limit	losses.	You	can	learn	how	to	protect	your	bank	account,	but	thats	just	the	first	part	of	hack
prevention.	To	ensure	your	money	is	safe,	youll	want	to	increase	total	security	on	your	devices.	Steve	Weisman,	cybersecurity	expert	and	editor	of	Scamicide.com,	says,	Scammers	and	hackers	are	everywhere	looking	for	the	easiest	target.	So,	you	need	to	do	everything	you	can	to	make	it	harder	for	them.	Weisman	recommends	using	every	possible
tool,	even	if	it	feels	like	overkill.	Taking	the	following	precautions	will	make	it	much	harder	for	hackers	to	get	in:	Access	your	accounts	using	only	secure	Wi-Fi.	Make	sure	your	wireless	network	is	protected	against	outsiders.	And	never	use	public	Wi-Fi	when	youre	checking	your	bank	account.	Consider	using	a	VPN	(virtual	private	network)	to	hide
your	activity,	location,	and	identity	when	youre	online.	Use	strong	security	software,	and	keep	it	updated.	Be	wary	of	phishing	emails,	phony	phone	calls	(vishing),	and	smishing	texts	asking	you	to	provide	personal	information.	If	you	are	suspicious	of	an	email,	text,	or	call	you	have	received,	you	can	always	contact	your	bank	directly.	Defend	your	bank
accounts	by	taking	proactive	steps	to	thwart	hackers.	And	if	they	still	manage	to	slither	in,	youll	know	what	steps	to	take	to	shut	them	down	and	get	your	money	back.	You	want	all	the	convenience	and	benefits	of	online	and	mobile	banking,	but	you	dont	want	your	bank	account	to	get	hacked.Choose	a	trusted,	secure	bank	like	Discover	to	help	ward	off
hackers	so	you	dont	lose	a	dime.	Premium	security	features	such	as	proactive	fraud	monitoring	and	sophisticated	encryption	technology	come	standard	with	all	Discover	bank	accounts.	Plus,	you	can	take	advantage	of	extra	security	tools	like	account	alerts,	mobile	fingerprint	login,	and	two-factor	authentication.	Gain	peace	of	mind	with	a	Discover
Cashback	Debit	account,	which	comes	with	a	dedicated	security	team	committed	to	helping	keep	your	assets	safe.	Articles	may	contain	information	from	third	parties.	The	inclusion	of	such	information	does	not	imply	an	affiliation	with	the	bank	or	bank	sponsorship,	endorsement,	or	verification	regarding	the	third-party	or	information.	The	information
provided	herein	is	for	informational	purposes	only	and	is	not	intended	to	be	construed	as	professional	advice.	Nothing	contained	in	this	article	shall	give	rise	to,	or	be	construed	to	give	rise	to,	any	obligation	or	liability	whatsoever	on	the	part	of	Discover	Bank	or	its	affiliates.	Tips	for	how	to	recover	from	being	scammed	If	your	bank	account	has	been
hacked,	report	it	to	your	bank's	fraud	department	and	freeze	the	account.	Then,	immediately	change	your	passwords	and	security	questions.If	you	dont	report	the	incident	right	away,	banks	may	not	refund	your	money.	Also	consider	taking	these	steps	to	lock	down	your	account	and	identity.1.	Check	your	bank	statementsIf	you	see	transactions	youve
never	made	and	you	havent	let	anyone	else	use	your	card	you	should	report	fraud	to	your	bank.	Heres	what	to	do,	using	Chase	Bank	as	an	example:Report	credit	card	fraud	that	youve	discovered	in	your	Chase	account.	Credit	card	charges	need	to	be	posted	before	you	can	dispute	them.	Go	to	Recent	Activity	and	choose	the	credit	card	that	reflects	the
fraudulent	charge.	Find	the	transaction	in	question,	and	verify	that	its	been	posted	to	your	account.	Click	on	it,	then	select	Report	a	problem,	and	answer	the	prompts.	It	may	take	a	few	weeks	for	Chase	to	review	and	remove	the	charge.Report	debit	card	fraud	found	in	your	Chase	account.	Follow	the	same	process,	but	instead	choose	your	checking
account	in	Recent	Activity.	Youll	be	able	to	check	the	status	of	your	report	under	Account	Services	Track	Claims.	Report	any	pending	unauthorized	debit	charges	by	calling	1-866-564-2262.Lock	your	cards.	Locking	your	debit	card	or	credit	card	will	block	scammers	from	making	new	purchases.	In	the	Chase	Mobile	app,	click	on	the	account	you	want
to	lock.	Scroll	down	to	Account	Services	and	tap	on	Lock	and	Unlock	Card;	then	toggle	on	Lock.2.	Contact	your	bank	or	card	issuers	fraud	departmentYour	banks	website	may	list	several	fraud	lines.	Chase,	for	example,	has	different	phone	numbers	for	reporting	fraud	on	your	checking	and	savings	accounts,	debit	cards,	credit	cards,	auto	financing,
and	home	loans	[*].Call	the	one	thats	applicable;	then	ask	the	fraud	representative	to	cancel	your	cards	and	accounts,	and	ask	for	new	ones.	Point	out	all	suspicious	transactions,	and	ask	the	representative	to	note	the	charges	in	your	file.You	may	need	to	provide	more	documentation	before	a	bank	can	share	information	about	a	fraudulent	account
opened	in	your	name.	Chase,	for	instance,	requires	a	written	request,	a	copy	of	your	government-issued	ID,	an	Identity	Theft	Report,	and	other	third-party	documentation	such	as	a	Power	of	Attorney	sent	via	first-class	mail	[*].{{show-cta}}3.	File	reports	with	the	FTC	and	local	policeWhile	the	Federal	Trade	Commission	(FTC)	doesn't	investigate
claims	directly,	it	passes	along	the	information	to	the	Identity	Theft	Data	Clearinghouse	a	database	that	helps	law	enforcement	prosecute	identity	thieves.If	you	suspect	youre	the	victim	of	identity	theft,	file	an	Identity	Theft	Report	with	the	FTC	at	IdentityTheft.gov.	After	submission,	youll	receive	an	ID	Theft	Affidavit	and	a	personalized	action	plan	for
identity	recovery.	You	wont	have	to	file	a	separate	fraud	report	[*].To	prove	youre	not	responsible	for	debt	incurred	by	scammers,	you	should	also	report	unauthorized	charges	to	your	bank	within	two	weeks.	Most	will	ask	you	to	include	a	copy	of	your	ID	Theft	Affidavit	along	with:A	Fraudulent	Account	Statement	which	details	the	creditors	name	and
address,	your	account	number,	a	description	of	the	unauthorized	credit,	the	purchase	date,	and	the	transaction	amount.A	copy	of	your	ID.Proof	of	your	residence	at	the	time	of	the	crime.If	you	dont	think	youre	an	identity	theft	victim	but	still	have	fraud	to	report:Go	to	ReportFraud.ftc.gov.Complete	as	much	information	as	possible	about	the	scam
including	when,	where,	and	how	it	happened,	transaction	amounts,	and	any	other	details	you	have	about	the	fraudsters,	such	as	their	phone	number	or	email	address.If	the	scam	involved	malware,	elder	fraud,	or	other	cybercrime,	consider	filing	a	complaint	with	the	FBI	through	the	Internet	Crime	Complaint	Center	(IC3).Lastly,	file	a	police	report	at
your	local	station.	Financial	institutions	and	consumer	reporting	agencies	often	require	a	police	report	to	dispute	fraudulent	charges	and	accounts,	and	most	insurance	companies	ask	for	one	when	you	file	a	claim	for	losses	[*].Bring	a	printed	copy	of	your	Identity	Theft	Report	and	ask	the	officers	to	attach	it	to	their	report.	If	they	wont	take	a	report,
give	the	officers	a	copy	of	the	FTCs	Law	Enforcement	Cover	Letter,	which	outlines	why	a	police	report	is	critical	for	victims	of	identity	theft.4.	Place	a	fraud	alert	and/or	security	freeze	on	your	accountWhen	youve	initiated	a	fraud	alert,	companies	must	verify	your	identity	before	issuing	credit.	Fraud	alerts	are	free	and	typically	last	for	one	year.	But
victims	of	identity	theft	can	set	up	an	extended	fraud	alert.	These	last	for	seven	years	and	also	opt	you	out	of	prescreened	credit	card	offers	for	five	years.Contact	any	one	of	the	three	major	credit	bureaus	and	request	a	fraud	alert.	Youll	be	asked	to	share	a	government-issued	ID	number,	a	bill	showing	your	address	and	full	name,	and	a	document	that
includes	your	Social	Security	number.	Once	the	request	goes	through,	that	bureau	must	notify	the	other	two	bureaus	of	your	alert.Security	freezes,	otherwise	known	as	credit	freezes,	seal	your	credit	file.	Freezes	are	free	and	available	at	any	of	the	major	credit	bureaus.	You	must	freeze	your	credit	individually	at	all	three	major	credit	bureaus.
Memorize	your	PIN	numbers	so	that	you	can	unfreeze	your	files	in	the	future.How	to	freeze	your	credit:For	extra	protection,	you	can	set	up	a	fraud	alert	and	a	security	freeze.	That	way,	if	a	freeze	gets	lifted,	banks	will	still	call	you	to	verify	your	identity.Smaller	banks	and	credit	unions	use	a	reporting	agency	called	ChexSystems	to	review	checking
and	savings	account	activity	before	issuing	new	accounts.	To	block	scammers	from	opening	non-credit	accounts,	consider	setting	up	a	ChexSystems	freeze.5.	Update	your	passwordsFirst,	double-check	the	contact	information	listed	on	your	accounts.	Scammers	may	have	changed	your	email	or	phone	number	so	that	they	receive	password	reset
requests	instead	of	you.Once	you	have	confirmed	that	your	data	is	accurate,	do	the	following:Change	the	passwords	on	all	of	your	online	accounts,	starting	with	any	compromised	ones.	Auras	free	Dark	Web	scanner	can	uncover	usernames	and	passwords	involved	in	data	breaches	or	leaks.	Use	strong	passwords	that	dont	contain	any	information	that
fraudsters	could	easily	guess.Sign	up	for	account	alerts.	Chase,	for	example,	sends	emails,	text	messages,	or	push	notifications	whenever	theres	a	charge	or	balance	transfer	noted	on	your	account,	allowing	you	to	quickly	respond	to	fraudulent	activity	[*].Enable	extra	security	measures.	Two-factor	authentication	(2FA)	or	multi-factor	authentication
(MFA)	can	stop	hackers	from	logging	in	to	your	accounts	even	if	they	have	your	password.	This	is	because	they	would	also	need	your	face	ID,	fingerprint,	or	a	code	from	your	authenticator	app	in	order	to	gain	access.6.	Submit	a	dispute	for	stolen	or	lost	fundsIts	best	practice	to	notify	your	bank	of	suspicious	activity	immediately.	But	if	you	cant	report
it	right	away,	stay	within	these	official	reporting	time	frames	to	avoid	liability:Unauthorized	debit	card	withdrawals:	Within	two	days.	You	will	lose	no	more	than	$50	if	someone	uses	your	PIN	or	debit	card	without	your	permission.Unauthorized	credit	card	transactions:	Your	liability	is	capped	at	$50,	regardless	of	the	total	amount	scammers	stole
[*].Unauthorized	checks	drawn	on	your	account:	Within	60	days	after	receiving	your	bank	statement.Counterfeit	checks	or	checks	with	forged	endorsements	drawn	on	your	account:	Within	six	months	after	receiving	your	bank	statement.Unauthorized	teller	transactions:	Within	30	days	of	appearing	on	your	statement.Unauthorized	payments	and
transfers	(and	bill	payments):	Within	two	days	to	incur	no	responsibility,	and	within	60	days	to	incur	a	$500	maximum	liability.	After	60	days,	you	may	be	fully	liable.Preauthorized	Electronic	Funds	Transfers:	Stop	these	payments	by	notifying	your	bank	within	three	business	days	of	the	send	date.After	contacting	your	bank	to	explain	the	situation,	you
should	formally	dispute	the	charges.	Some	banks	have	an	online	process	that	you	can	follow	or	provide	a	telephone	support	line.	Others	require	you	to	send	in	a	letter.	Take	action:	Aura	alerts	you	if	your	credit	card,	SSN,	or	other	personal	information	is	at	risk.	Get	Expert	Fraud	Remediation	to	help	answer	questions	and	recover	your	identity.	Start
your	free	14-day	trial	today.7.	Dispute	any	inaccuracies	on	your	credit	reportIf	you	spot	fraudulent	debt	on	your	credit	report,	start	by	disputing	it	with	the	information	furnisher	(the	lender	or	bank	that	issued	the	debt).	If	the	furnisher	can't	or	won't	reverse	the	charge,	you	need	to	submit	a	formal	dispute	with	the	credit	bureau.Use	the	FTCs	sample
dispute	letter	as	a	template.	Include	any	other	relevant	and	supporting	information,	and	send	it	via	certified	mail.	Keep	copies	of	everything	you	send.File	a	dispute	with	Equifax:	Submit	a	formal	dispute	online	or	by	mail	at:	Equifax,	PO	Box	740256,	Atlanta,	GA	30348.File	a	dispute	with	TransUnion:	Submit	a	formal	dispute	online	or	by	mail	at:
TransUnion	LLC,	Consumer	Dispute	Center,	PO	Box	2000,	Chester,	PA	19016.File	a	dispute	with	Experian:	Submit	a	formal	dispute	online	or	by	mail	at:	Experian,	PO	Box	4500,	Allen,	TX	75013.Credit	bureaus	have	30	days	to	investigate	your	claim	and	send	you	results	in	writing.	If	your	report	changes,	they	must	also	send	you	a	free	copy	of	your
credit	report.	If	your	report	doesnt	change,	ask	that	your	dispute	statement	be	included	in	your	file	[*].8.	Follow	up	with	your	bankWhen	dealing	with	debit	cards	and	new	bank	accounts,	banks	typically	have	1020	days	to	respond	and	up	to	45	days	to	investigate	[*].	For	credit	card	fraud,	the	issuer	must	respond	within	30	days	and	investigate	within
two	billing	cycles	[*].If	your	matter	doesn't	get	resolved,	file	a	complaint	with	the	Consumer	Financial	Protection	Bureau	(CFPB).Fill	out	the	complaint	form	by	visiting	consumerfinance.gov/complaint	or	call	855-411-2372.Include	all	important	information,	such	as	how	youve	tried	to	resolve	the	issue	so	far,	what	you	think	would	be	a	fair	resolution,
and	supporting	documents.	It	usually	takes	15	days	to	get	a	response.Can	You	Get	Back	Your	Stolen	Money?If	you've	been	scammed,	your	bank	may	refund	the	money	stolen	from	your	account.	It	depends	on	the	amount,	how	long	it	took	to	report	the	fraud,	and	how	the	money	was	stolen.While	that	may	not	be	comforting,	you	do	have	some
protections,	including:The	Fair	Credit	Billing	Act	(FCBA).	This	federal	law	limits	consumer	liability	against	credit	fraud	to	$50	in	most	cases,	and	fraud	victims	have	60	days	to	dispute	charges	over	that	amount	[*].	Banks	must	acknowledge	your	complaint	in	writing	and	cant	take	actions	that	negatively	affect	your	credit	score	until	their	investigation	is
complete	[*].Credit	Card	Zero	Liability	Protection	Policies.	Most	major	credit	cards,	like	Visa	and	Mastercard,	protect	cardholders	from	any	unauthorized	purchases.	Credit	card	servicers	with	this	policy	will	restore	stolen	funds	after	an	investigation.Bank	Account	Zero	Liability	Policies.	Some	banks,	such	as	Citizens	Bank,	OceanFirst,	and	Truist,	offer
zero	liability	protections	for	your	accounts.Regulation	E.	Part	of	the	Electronic	Fund	Transfer	Act	(EFTA),	Regulation	E	protects	people	using	electronic	funds	including	ATMs,	direct	deposits,	and	gift	cards	[*].	If	consumers	report	losses	within	two	days,	their	liability	cannot	exceed	$50	[*].What	If	Your	Bank	Wont	Refund	You?File	a	complaint	with	the
Federal	Reserve.	Theyll	send	your	complaint	to	the	appropriate	federal	regulator	or	Reserve	Bank	for	investigation	[*].	You	should	receive	an	update	within	15	days	and	a	result	within	60	days.File	a	complaint	with	the	Office	of	the	Comptroller	of	the	Currency	(OCC).	First,	search	the	OCC	database.	If	your	bank	or	federal	savings	association	is
regulated	by	the	OCC,	the	Office	will	work	to	get	a	resolution	within	60	days.	Have	all	of	your	documentation	ready	before	you	file	the	form	times	out	after	30	minutes	of	inactivity	[*].File	a	complaint	with	the	National	Credit	Union	Administration	(NCUA).	If	your	issue	is	with	a	credit	union,	the	NCUA	will	help	you	resolve	it	within	60	days	[*].
Situations	that	extend	beyond	that	time	frame	will	undergo	a	formal	NCUA	investigation.Grappling	with	hacked	bank	accounts	takes	time	and	effort,	and	it	doesn't	always	pay	off.	The	best	way	to	monitor	your	accounts	may	be	to	sign	up	for	a	digital	security	provider.With	Aura,	you	get	access	to	identity	theft	protection,	antivirus	software,	and
phishing	protection	tools.	Auras	U.S.-based	support	experts	are	available	24/7,	and	every	adult	on	your	Aura	plan	gets	up	to	$1	million	in	insurance	coverage	for	eligible	losses	due	to	identity	theft.Keep	your	bank	account	safe	from	scammers.	Try	Aura	free	for	14	days.	If	your	bank	account	has	been	hacked,	you	should	contact	your	bank	immediately,
change	your	bank	accounts	password	and	place	a	freeze	on	your	credit	report.	Because	your	savings	are	on	the	line,	you	must	act	quickly	when	you	learn	your	bank	account	has	been	hacked.	Read	more	to	learn	the	common	signs	of	a	hacked	bank	account	and	what	you	should	do	if	someone	hacks	into	your	bank	account.	You	can	tell	if	your	bank
account	has	been	hacked	if	you	recognize	the	following	signs:	You	cant	log	in	to	your	account	even	though	youre	entering	the	correct	credentialsIf	you	can	access	your	account,	you	notice	unusual	transactionsYou	receive	messages	about	suspicious	activity	from	an	unauthorized	userYour	card	gets	denied	when	you	try	to	use	itAll	money	in	your
account	has	been	drained	By	the	time	you	notice	that	your	account	has	been	hacked,	a	hacker	has	most	likely	locked	you	out	of	your	account,	emptied	your	bank	account	or	made	numerous	purchases	using	your	card.	Your	bank	might	recognize	that	this	activity	is	suspicious,	cancel	fraudulent	pending	charges	and	issue	you	a	new	credit	or	debit	card.
Despite	the	panic	or	fear	you	may	feel	if	your	bank	account	has	been	hacked,	there	are	some	steps	that	you	can	take	immediately	to	protect	your	funds	and	privacy.	As	soon	as	you	realize	your	bank	account	has	been	hacked,	contact	your	bank	immediately	by	calling	the	phone	number	on	the	back	of	your	credit	or	debit	card.	The	sooner	you	contact
your	bank,	the	better	the	chances	that	they	can	reduce	your	financial	losses.	Most	banks	have	contact	information	for	specific	departments	to	report	fraud,	but	if	you	contact	anyone	at	your	banks	local	branch,	they	can	direct	you	to	the	correct	people	to	speak	to.	Your	bank	should	also	offer	you	the	option	to	freeze	your	account;	more	on	that	later.
Assuming	you	still	have	access	to	your	bank	account,	you	should	change	your	bank	accounts	password	right	away	to	protect	your	information.	If	you	were	using	the	same	password	for	your	bank	account	that	you	use	for	other	online	accounts	as	well,	you	should	update	the	passwords	on	all	the	other	accounts.	Not	only	can	you	change	all	your
passwords	quickly	using	Keeper	Password	Manager,	but	you	can	also	create	strong	and	unique	passwords	for	all	your	accounts	using	its	built-in	password	generator.	The	password	you	create	for	your	bank	account	should	contain	at	least	16	characters	and	a	combination	of	uppercase	and	lowercase	letters,	numbers	and	symbols,	and	not	be	used	for
any	other	account.	Make	sure	to	set	up	Multi-Factor	Authentication	(MFA)	on	your	bank	account	as	soon	as	you	can.	MFA	is	an	additional	layer	of	security	for	any	account	you	enable	it	on,	requiring	anyone	trying	to	access	your	account	to	provide	extra	proof	of	identity	beyond	your	username	and	password.	Types	of	MFA	include	a	PIN,	a	fingerprint
scan,	a	code	from	an	authenticator	app	or	even	your	geographic	location.	Enabling	MFA	on	your	bank	account	ensures	that	no	one	can	access	your	information	even	if	your	username	and	password	are	compromised.	For	example,	you	should	require	your	facial	ID	or	fingerprint	every	time	you	log	in	to	your	bank	account	so	that	no	one	except	you	can
access	your	account.	To	protect	your	money	and	your	identity,	you	need	to	place	a	freeze	on	your	credit	report	by	contacting	each	of	the	three	major	credit	bureaus	(Experian,	TransUnion	and	Equifax).	A	credit	freeze	stops	creditors	from	accessing	your	credit	report,	which	also	prevents	them	from	approving	you	for	new	loans	or	credit	lines.	This
keeps	you	safe	from	becoming	a	victim	of	identity	theft	or	fraud	if	someone	else	gains	access	to	your	bank	account	and	tries	to	open	lines	of	credit	in	your	name.	After	notifying	your	bank	that	your	account	has	been	hacked,	you	should	dispute	any	fraudulent	charges	so	you	are	not	stuck	with	the	cost.	Typically,	you	can	dispute	fraudulent	charges	over
the	phone,	on	your	banks	website	or	through	your	banking	app.	You	should	dispute	these	charges	as	soon	as	you	identify	a	fraudulent	charge.	Make	sure	you	have	proper	documentation	of	the	fraudulent	charges	as	evidence	for	your	bank.	Its	not	always	guaranteed	that	you	will	recover	the	money,	but	the	sooner	you	dispute,	the	more	likely	you	are	to
recover	the	money	and	prevent	future	charges.	Be	alert	to	any	suspicious	activity	that	occurs	not	only	on	your	bank	account	but	also	on	all	your	other	accounts.	As	mentioned	before,	if	you	used	the	same	password	for	your	bank	account	and	other	online	accounts,	a	hacker	could	use	your	login	credentials	on	multiple	websites	to	gain	access	to	your
information.	Look	out	for	any	transactions	you	didnt	make	or	suspicious	login	attempts	on	all	your	accounts.	Unfortunately,	there	is	no	guarantee	that	you	will	get	your	money	back	if	your	bank	account	is	hacked.	If	you	report	any	fraudulent	transactions	as	soon	as	you	identify	them,	your	bank	will	most	likely	work	with	you	and	give	you	a	refund.
However,	whether	they	can	do	anything	to	help	depends	on	the	amount	of	money	that	was	stolen,	how	long	it	took	you	to	report	the	fraud	and	how	the	money	was	taken	from	your	bank	account.	Sometimes,	the	only	way	to	get	your	money	back	is	by	taking	legal	action	against	the	person	who	stole	it.	When	this	person	is	an	anonymous	scammer,	you
will	be	unable	to	recover	your	funds	this	way.	Getting	your	bank	account	hacked	can	change	your	life	for	the	worse,	so	its	important	to	know	how	to	protect	your	money	and	identity	from	being	stolen.	An	easy	way	to	make	your	bank	account	more	secure	is	to	use	Keeper	Password	Manager,	which	can	generate	a	random	and	secure	password	for	your
account	and	also	keep	it	in	a	safe,	digital	vault.	Start	a	free	30-day	trial	of	Keeper	Password	Manager	to	protect	your	bank	account	and	all	other	accounts	from	being	hacked.	Online	banking	has	made	it	easier	than	ever	to	pay	bills,	make	deposits,	and	transfer	money	anytime,	and	anywhere.	However,	it	also	leaves	your	bank	account	potentially
vulnerable	to	scammers,	fraudsters,	and	hackers	who	want	to	steal	your	funds	and	access	your	financial	information.	If	you	believe	that	your	bank	account	has	been	hacked,	its	important	to	act	fast	to	minimise	potential	damage.	Securing	your	account	should	be	your	priority,	followed	by	recovering	stolen	funds	and	protecting	your	devices	from	future
attacks.	In	this	guide,	well	discuss	how	to	identify	if	your	bank	account	has	been	hacked,	steps	to	take	if	it	happens,	and	tips	on	enhancing	your	security	so	you	can	continue	to	bank	with	confidence.	Understanding	the	warning	signs	of	a	compromised	bank	account	is	key	to	protecting	your	hard-earned	money.	The	sooner	you	spot	suspicious	activity
and	take	action,	the	better.	Here	are	a	few	ways	to	tell	that	someone	has	gained	unauthorised	access	to	your	account:	Strange	purchases,	transfers,	or	withdrawals:	If	you	see	unfamiliar	transactions	in	your	bank	statement,	like	purchases	made	in	another	location	or	small,	unusual	withdrawals,	theres	a	strong	possibility	that	your	bank	account	has
been	hacked.	Account	balance	drops	to	zero:	In	extreme	cases,	hackers	will	completely	deplete	your	funds,	leaving	you	with	0	or	a	negative	account	balance.	Although	bank	errors	happen,	an	emptied	or	overdrawn	bank	account	is	usually	a	sign	youve	been	hacked.	No	access	to	your	online	bank	account:	Getting	locked	out	of	your	online	bank	account
is	another	red	flag	to	watch	out	for.	This	can	be	due	to	multiple	failed	login	attempts	or	hackers	whove	accessed	your	account	and	changed	the	password.	Suddenly	declined	card:	If	your	card	isnt	working	when	you	swipe	it	at	the	counter,	it	might	have	been	cancelled	by	your	bank	due	to	suspicious	activity.	Hackers	can	also	break	into	your	account,
deactivate	your	old	card,	and	request	a	new	one.	Closed	or	frozen	account:	Your	bank	may	close	or	freeze	your	account	without	prior	notice	in	case	of	suspected	identity	theft.	It	may	also	automatically	cancel	any	fraudulent	or	unusual	charges	to	your	account	as	a	safety	measure.	Missing	messages:	If	youre	no	longer	receiving	your	monthly
statements,	important	emails,	and	updates	from	your	bank,	hackers	couldve	changed	the	contact	information	on	your	account,	including	your	phone	number	and	mailing	address.	Notification	from	your	bank:	You	may	receive	a	message	alert	or	phone	call	informing	you	of	password	resets,	failed	logins,	address	changes,	and	other	suspicious
transactions.	This	is	a	major	sign	that	your	account	may	be	compromised.	If	you	believe	that	your	bank	account	has	been	hacked,	act	quickly	and	follow	these	steps	to	safeguard	your	account	and	minimise	the	potential	loss	of	your	funds:	As	soon	as	you	see	suspicious	activity	in	your	account,	call	your	bank	to	report	your	concerns.	Use	their	official
phone	number,	which	you	can	find	on	the	back	of	your	card,	on	your	bank	statements,	or	your	banks	website.	Most	banks	have	a	dedicated	hotline	for	fraud	reports.	Depending	on	your	bank,	you	may	be	redirected	to	the	fraud	department.	With	a	bank	representative,	review	your	recent	activity	and	identify	all	unfamiliar	transactions	in	your	account,
including	their	date,	amount,	and	merchant	name.	If	someone	has	gained	unauthorised	access	to	your	account,	the	safest	thing	to	do	after	reporting	the	event	would	be	to	ask	your	bank	to	close	it	and	request	a	new	account.	This	way,	the	hacker	will	lose	access	to	your	funds	and	sensitive	financial	data.	Another	option	would	be	to	freeze	your	account
online	or	through	a	bank	representative	to	prevent	any	transactions	from	being	made	using	your	compromised	account.	You	can	also	freeze	your	credit	reports	to	prevent	scammers	from	accessing	your	credit	file	and	opening	fraudulent	accounts	in	your	name.	To	do	so,	contact	the	UK	credit	rating	agencies,	Experian,	Equifax,	and	TransUnion,	and
ask	for	a	credit	freeze,	which	comes	at	no	cost.	Immediately	change	your	accounts	login	credentials,	using	new,	strong,	unique	PINs	and	passwords.	You	can	use	a	trusted	password	manager	to	generate	complex	passwords	for	you.	If	you	previously	used	the	same	password	for	multiple	accounts,	check	if	your	other	accounts	have	been	compromised
and	change	to	completely	different	passwords	on	all	accounts.	For	an	extra	layer	of	security,	enable	two-factor	authentication	and	biometrics	on	your	account,	and	consider	updating	your	security	questions	as	well.	If	your	bank	account	has	been	hacked,	the	devices	you	used	to	access	it	may	also	be	at	risk.	To	keep	them	secure	and	prevent	hackers
from	accessing	your	other	apps	and	accounts,	run	an	antivirus	scan	to	detect	and	remove	infected	files,	viruses,	and	malware	from	your	devices.	Use	reputable	and	effective	antivirus	software,	and	always	keep	it	up	to	date.	Run	a	second	scan	afterward	for	a	complete	and	thorough	cleanup.	Dont	forget	to	disconnect	compromised	devices	from	your
homes	Wi-Fi	network	to	prevent	them	from	passing	viruses	to	other	devices.	Report	major	issues	to	the	police,	especially	for	identity	theft	or	significant	financial	losses	due	to	fraud.	Reports	and	case	information	from	multiple	individuals	can	increase	the	chances	of	a	hacker	being	caught,	fined,	and/or	arrested.	Obtain	a	copy	of	the	report	as	this	can
be	an	important	supporting	document	for	fraud	investigations	undertaken	by	your	bank	or	financial	institution.	Reporting	the	event	to	the	police	can	also	help	them	warn	other	consumers	about	waves	of	fraudulent	activity	in	your	area.	Whether	or	not	your	bank	account	has	been	hacked,	there	are	steps	you	can	take	to	protect	your	banking	and
financial	accounts	from	cybercriminals,	including:	When	logging	into	your	online	bank	account,	always	use	a	safe,	virus	and	malware-free	device	and	a	secure	Wi-Fi	connection.	Avoid	public	networks	for	banking	and	sensitive	transactions,	as	they	can	compromise	your	data	and	put	you	and	your	finances	at	risk.	For	extra	security,	consider	using	a
virtual	private	network	(VPN)	to	hide	your	identity,	location,	and	activity	online.	Download	apps	from	legitimate	sources	like	Google	Play	and	the	App	Store,	and	check	if	youre	visiting	your	banks	official	app	or	website	and	not	an	imposter	site.	Each	of	your	online	bank	accounts	should	have	a	complex,	hard-to-guess	password	with	a	mix	of	uppercase
and	lowercase	letters,	numbers,	and	special	characters.	Avoid	using	the	same	password	for	multiple	accounts,	as	one	data	breach	can	compromise	all	of	them	at	once.	Additional	tips	for	stronger	and	safer	passwords	include:	Opt	for	longer	passwords	that	make	it	harder	for	cybercriminals	to	hack	your	account	Dont	use	personal	information,	common
words,	or	typical	phrases	in	your	passwords	Update	your	passwords	regularly,	ideally	every	three	months	Store	your	passwords	securely	using	a	password	manager	Keep	passwords	safe	by	not	sharing	them	with	anyone,	including	friends	and	family	Make	it	a	habit	to	review	your	bank	statements	every	month	and	double-check	your	online	banking
transactions	at	least	once	a	week.	Be	vigilant	against	suspicious	or	fraudulent	transactions,	and	report	them	right	away	to	your	bank	to	minimise	potential	damage.	Turn	on	real-time	text	alerts	and	notifications	so	you	can	identify	unusual	activity	quickly	and	resolve	the	issue	with	your	bank.	Keep	an	eye	on	your	credit	history	and	consider	switching	to
electronic	statements	to	reduce	the	risk	of	someone	stealing	your	financial	data.	Dont	reply	to	a	text,	respond	to	an	email,	pick	up	a	call,	or	click	on	an	unfamiliar	link	from	your	bank	if	youre	unsure	whether	its	legitimate.	Contact	your	bank	or	financial	institution	directly,	with	the	phone	number	on	your	card	or	bank	statement	to	verify	the	message.
Remember	that	your	bank	will	not	ask	you	for	sensitive	information,	such	as	your	account	number,	PIN,	or	password	via	text	or	web.	Be	wary	of	common	hacking	scams,	such	as:	Phishing	emails	and	links	Fraudulent	texts	and	phone	calls	Malware	attacks	Malicious	card	readers	Mail	theft	Leaks	and	data	breaches	If	your	bank	account	was	hacked
because	someone	else	shared	your	personal	information	in	a	breach	of	the	Data	Protection	Act	2018,	and	this	has	caused	you	financial	losses,	emotional	distress,	or	both,	you	may	be	eligible	to	claim	data	breach	compensation.	Our	expert	solicitors	can	provide	professional	guidance	in	making	your	data	breach	claim,	on	a	no-win,	no-fee	basis	or	a
Conditional	Fee	Agreement	(CFA).	There	are	no	upfront	fees	or	payments	for	the	solicitors	services	if	the	claim	is	not	successful.A	small	and	legally	capped	success	fee	will	be	deducted	from	the	compensation	if	the	claim	has	a	positive	result.	Find	out	more	about	how	we	handle	data	breach	claims	and	start	your	claim	today!	The	past	year	has
witnessed	significant	technological	advancements	in	the	banking	and	financial	management	which	have	greatly	improved	convenience	for	customers	while	also	increasing	security	risks	that	should	not	be	taken	lightly.	The	financial	industry	has	transformed	mobile	devices	into	a	personal	ATM	for	customers,	offering	services	ranging	from	payments	to
cryptocurrencies,	banking	to	investments.	However,	this	digital	evolution	has	also	brought	new	threats	in	the	form	of	mobile	banking	trojans,	endangering	customers	financial	assets	and	critical	information.	Banking	trojans	are	specially	crafted	to	target	mobile	financial	applications.	The	banking	and	financial	services	sector	continues	to	experience
increasingly	sophisticated	attacks	by	trojans,	wreaking	financial	havoc	across	their	customer	base.	Banks,	investment	firms,	cryptocurrency	wallets,	etc.	are	subject	to	these	catastrophic	attacks	that	can	result	in	financial	loss,	identity	theft,	reputation	damage,	disruption	of	operations	and	more.	Banks	are	kind	of	caught	between	a	rock	and	a	hard
place.	As	you	make	a	business	easier	to	access	for	customers,	at	the	same	time	you	could	be	making	it	easier	for	robbers.	J.	Branch	Walton,	President	of	the	National	Association	for	Bank	Security.	Just	as	bank	robbers	like	Bonnie	and	Clyde	would	hold	up	physical	bank	locations,	accessing	users	finances	through	mobile	devices	has	opened	up
opportunities	for	greater	rewards	and	reduced	physical	risks.	The	malicious	actors	behind	banking	trojans	are	counting	on	mobile	applications	and	endpoints	lacking	comprehensive	security	solutions	to	detect	and	prevent	their	actions.	With	the	growing	number	of	mobile	financial	applications	available	to	users	there	are	new	targets	being	added
daily.	Zimperiums	2023	Banking	Heists	Report	Zimperium	zLabs	research	team	found	that	29	malware	families	targeted	1,800	banking	apps	across	61	countries	just	in	the	last	year	alone.	Our	2023	Banking	Heists	Report	provides	an	overview	of	the	risks	to	mobile	financial	applications,	including	profiles	of	malware	families.	It	highlights	the	unique
malicious	features	of	each	mobile	banking	trojan,	emphasizing	their	effectiveness	as	tools.	Below	is	a	snippet	of	the	information	we	provide	in	report:	Traditional	banking	applications	remain	the	prime	target,	with	a	staggering	1,103	compromised	apps	accounting	for	61%	of	the	1800	targetswhile	the	emerging	FinTech	and	Trading	apps	make	up	the
remaining	39%.	Hook,	Godfather,	and	Teabot	are	the	top	banking	malware	families,	measured	by	the	number	of	banks	targeted.	The	19	malware	families	from	last	years	report	have	evolved	with	new	capabilities,	and	10	new	families	have	been	identified	as	a	threat	in	2023.	New	capabilities	observed	within	banking	malware	this	year	include:
Automated	Transfer	System	(ATS):	A	technique	that	facilitates	unauthorized	transfers	of	money.	Telephone-based	Attack	Delivery	(TOAD):	Involves	a	follow-up	call	to	gain	trust	and	download	more	malware.	Screen	Sharing:	Being	able	to	remotely	control	a	victims	device	without	having	physical	access	to	it.	Malware-as-a-Service	(MaaS):	An	online
business	model	offering	malware	creation	tools	for	rent	or	sale,	facilitating	easy	execution	of	cyberattacks.	This	report	aims	to	address	the	mobile	banking	trojans	targeting	financial	institutions	daily	and	to	support	the	critical	work	youre	already	doing	to	secure	your	organization,	data,	and	customers.	Read	the	full	report	today	and	watch	our	regional
on-demand	webinars	to	hear	from	our	threat	research	team.	Americas	View	Here	Europe	View	Here	APAC	View	Here	Join	Fox	News	for	access	to	this	content	Plus	special	access	to	select	articles	and	other	premium	content	with	your	account	-	free	of	charge.	By	entering	your	email	and	pushing	continue,	you	are	agreeing	to	Fox	News'	Terms	of	Use
and	Privacy	Policy,	which	includes	our	Notice	of	Financial	Incentive.	Please	enter	a	valid	email	address.	Having	trouble?	Click	here.	One	of	the	most	vulnerable	moments	in	life	is	feeling	like	your	bank	account	has	been	hacked.	Then,	realizing	that	it	is	actually	compromised	is	definitely	a	heart-sinking	moment.	Unfortunately,	hacking	is	a	harsh	reality
of	our	digital	age,	so	know	you	are	not	alone.While	it	can	cause	you	to	feel	a	wave	of	negative	emotions,	there	are	steps	you	can	take	immediately	following	the	discovery	to	regain	control	of	your	account	or	prevent	it	from	spiraling	further	out	of	control.Below	are	seven	tell-tale	signs	that	your	bank	account	has	been	hacked,	six	next	steps	you	can
take	if	it	happens	to	you,	and	10	ways	to	prevent	it	from	happening	again	or	in	the	first	place.CLICK	TO	GET	KURTS	FREE	CYBERGUY	NEWSLETTER	WITH	SECURITY	ALERTS,	QUICK	VIDEO	TIPS,	TECH	REVIEWS	AND	EASY	HOW-TOS	TO	MAKE	YOU	SMARTER	Signs	your	bank	account	has	likely	been	hackedWhile	it	is	important	to	verify	that
your	financial	institution	or	someone	you	share	your	account	with	made	no	error,	below	are	some	of	the	common	signs	that	your	bank	account	has	been	hacked.1.	Deactivated	cardYou	swipe	or	tap	your	debit	card	to	make	a	purchase	when	the	cashier	at	the	store	notifies	you	that	your	card	has	been	declined.	After	several	more	attempts	with	the	same
card,	you	realize	that	something	is	genuinely	amiss.	If	your	bank	account	has	been	hacked,	hackers	could	have	closed	your	card	and	requested	a	new	one.2.	Account	lockoutYou	try	to	log	into	your	banks	app	on	your	phone	or	go	home	and	try	to	log	into	your	account,	only	to	find	out	your	password	has	changed	without	your	knowledge.	Hackers	who
gain	access	to	your	bank	accounts	tend	to	change	passwords	first,	so	they	can	run	havoc	on	your	account	without	your	intervention.3.	Funds	dry	outAnticipating	a	larger-than-normal	bill	from	the	gas	company,	you	log	into	your	bank	account	to	be	greeted	with	a	$0	balance.	You	refresh	the	page	of	your	bank	statement	several	times,	thinking	this	is	a
technical	error.	Yet	the	balance	remains	$0	or,	at	worst,	negative	(overdrawn)	this	means	your	bank	account	was	likely	hacked.4.	Hijacked	communicationsYour	monthly	statement	usually	arrives	like	clockwork,	but	it	stops	coming	altogether.	At	first,	you	think	this	is	a	post	office	error,	but	all	your	other	bills	and	documents	arrive	in	a	timely	fashion.
If	your	bank	statements	and	other	documentation	stop	arriving,	it	is	likely	that	hackers	could	have	changed	the	contact	information	on	your	account.GET	FOX	BUSINESS	ON	THE	GO	BY	CLICKING	HERE5.	Unauthorized	account	activityYour	balance	has	been	pretty	level,	so	you	havent	been	checking	your	transactions,	but	you	go	to	check	if	a
particular	payment	has	cleared,	only	to	notice	some	strange	withdrawals	and	transfers.	They	were	in	more	benign	increments	of	$20s	here	and	there	to	bigger	amounts	toward	the	end	of	the	month.	If	you	notice	unusual	transactions,	you	were	likely	hacked.6.	Strange	activity	notification	from	the	bankYou	wake	up	to	several	notifications	from	your
bank	about	strange	activities	on	your	account.	Whether	it	is	multiple	failed	attempts	to	log	into	your	bank	account	or	suspicious	transactions,	you	realize	that	you	did	not	make	those	attempts	or	purchases.	If	so,	your	bank	account	might	have	been	hacked.7.	Sudden	account	closure	or	freezeWhen	you	notice	that	youre	not	able	to	log	into	your	bank
account,	you	usually	give	your	bank	a	call	only	to	be	told	your	account	has	been	closed	without	your	knowledge	or	consent.	This,	too,	can	be	a	sign	that	your	bank	account	has	been	hacked.	MORE:	THIS	IS	HOW	TO	PROTECT	YOUR	CREDIT	AND	BANK	CARDS	FROM	GETTING	HACKEDAction	steps	to	take	if	your	bank	account	has	been	hackedWhile
panic	seems	to	be	the	most	obvious	reaction	to	your	bank	account	being	hacked,	the	exact	opposite	response,	coupled	with	some	of	the	action	steps	below,	will	put	you	on	a	better	track.	While	the	situation	may	feel	overwhelming,	it	is	important	to	take	action	steps	in	a	timely	manner,	as	some	financial	institutions	have	time	parameters	for	recovering
funds.1.	Call	your	bank	directly.	Use	the	number	on	the	back	of	your	bank	card	or	on	your	bank	statements	to	speak	with	a	representative	directly	regarding	your	concerns.	Depending	on	the	level	of	concern,	you	may	be	redirected	to	the	Fraud	department.2.	If	the	hacker	has	only	gotten	ahold	of	your	bank	card,	most	banks	and	credit	card	companies
allow	you	to	deactivate	or	even	freeze	a	card	until	you	can	secure	your	account.	This	way,	no	further	transactions	will	be	made	with	your	missing	card	or	stolen	card	number.	Some	banks	allow	you	to	freeze	or	deactivate	your	online	account.3.	If	you	suspect	hackers	are	trying	to	breach	your	account	through	numerous	online	login	attempts,	log	in
from	a	secure,	virus-	and	malware-free	device	and	change	your	password	immediately.	Also,	make	sure	the	email	account	associated	with	the	potentially	compromised	bank	account	hasnt	been	hacked.	In	addition,	consider	using	a	password	manager	to	generate	and	store	complex	passwords.4.	Contact	the	three	main	credit	bureaus	to	freeze	your
credit.	This	will	prevent	anyone,	including	hackers,	from	wreaking	havoc	on	your	credit.	Make	sure	to	report	any	errors	on	your	credit	reports	with	the	credit	agencies	as	well.5.	File	a	report	with	the	local	authorities	as	well	as	the	Federal	Trade	Commission.6.	To	have	the	best	chance	at	recovering	stolen	or	lost	funds,	you	should	dispute	them	within
60	days,	usually	starting	from	the	time	the	unauthorized	charge	or	withdrawal	shows	up	on	your	statement.	Some	banks	require	a	physical	letter,	while	others	have	an	online	dispute	process.	MORE:	HOW	TO	FIGHT	BACK	AGAINST	DEBIT	CARD	HACKERS	WHO	ARE	AFTER	YOUR	MONEYHow	to	prevent	your	bank	account	from	being	hackedBelow
are	10	ways	to	prevent	your	bank	account	from	being	hacked	again	or	in	the	first	place:1.	Switch	to	paperless	statements	to	prevent	mail	theft	it	limits	the	number	of	ways	people	can	access	sensitive	information.2.	Use	strong	and	unique	passwords.	Don't	reuse	passwords	across	different	accounts.	Aim	for	complex	combinations	of	upper	and
lowercase	letters,	numbers	and	symbols.	Consider	using	a	password	manager	to	help	you	create	and	store	strong	passwords	securely.	Consider	using	a	password	manager	to	generate	and	store	complex	passwords.3.	Enable	two-factor	authentication.	Two-factor	authentication	adds	an	extra	layer	of	security	by	requiring	a	second	verification	code,
typically	sent	to	your	phone	or	generated	by	an	app,	in	addition	to	your	password.4.	Review	your	bank	statements	regularly,	so	you	can	notice	any	unusual	activities	quickly.5.	Turn	on	alerts	and	notifications	that	your	bank	provides	you	can	set	them	for	transactions	over	a	specific	amount,or	if	your	balance	drops	under	a	certain	amount.TV	HOST
ANDY	COHEN	SWINDLED	IN	COSTLY	BANK	SCAM:	HOW	TO	AVOID	BECOMING	A	VICTIM	YOURSELF6.	Request	your	annual	credit	report	and	keep	abreast	of	your	report,	so	you	can	dispute	any	errors	quickly.7.	Keep	track	of	your	credit	score,	so	that	any	changes	to	your	score	can	alert	you	of	suspicious	activities	some	credit	card	companies
provide	it	for	free.8.	Beware	of	phishing	scams.	Don't	click	on	links	or	attachments	in	suspicious	emails,	even	if	they	appear	to	be	from	your	bank.	Never	enter	your	login	credentials	on	websites	you	reach	through	email	links.	Always	access	your	bank's	website	directly	by	typing	the	address	in	your	browser	or	using	a	trusted	bookmark.9.	Install	and
run	antivirus	software,	so	that	hackers	are	less	likely	to	access	your	bank	account.	The	best	way	to	protect	yourself	from	clicking	malicious	links	that	install	malware	that	may	get	access	to	your	private	information	is	to	have	antivirus	protection	installed	on	all	your	devices.	This	can	also	alert	you	of	any	phishing	emails	or	ransomware	scams.	Get	my
picks	for	the	best	2024	antivirus	protection	winners	for	your	Windows,	Mac,	Android	&	iOS	devices.10.	Use	identity	theft	protection	services	to	monitor	your	accounts	regularly	and	assist	you	if	they	are	compromised.	Identity	Theft	companies	can	monitor	personal	information	like	your	Social	Security	Number	(SSN),	phone	number	and	email	address
and	alert	you	if	it	is	being	sold	on	the	dark	web	or	being	used	to	open	an	account.	They	can	also	assist	you	in	freezing	your	bank	and	credit	card	accounts	to	prevent	further	unauthorized	use	by	criminals.One	of	the	best	parts	of	using	some	services	is	that	they	might	include	identity	theft	insurance	of	up	to	$1	million	to	cover	losses	and	legal	fees	and
a	white	glove	fraud	resolution	team	where	a	U.S.-based	case	manager	helps	you	recover	any	losses.	See	my	tips	and	best	picks	on	how	to	protect	yourself	from	identity	theft.MORE:	HOW	THIS	NEW	BANKING	TROJAN	CAN	STEAL	YOUR	FINANCIAL	INFORMATIONKurts	key	takeawaysExperiencing	any	of	the	"tell-tale"	signs	of	having	your	bank
account	hacked	is	gut-wrenching,	but	there	are	action	steps	you	can	take	to	regain	control	as	well	as	prevent	future	victimization.	Staying	aware	of	your	accounts	and	transactions	is	as	important	as	using	the	prevention	tools	and	services	that	are	available	to	you.How	comfortable	do	you	feel	with	online	banking	security?	What	additional	security
measures	do	you	think	banks	could	implement?	Let	us	know	by	writing	us	at	Cyberguy.com/ContactCLICK	HERE	TO	GET	THE	FOX	NEWS	APPFor	more	of	my	tech	tips	&	security	alerts,	subscribe	to	my	free	CyberGuy	Report	Newsletter	by	heading	to	Cyberguy.com/NewsletterAsk	Kurt	a	question	or	let	us	know	what	stories	you'd	like	us	to
cover.Answers	to	the	most-asked	CyberGuy	questions:Copyright	2024	CyberGuy.com.All	rights	reserved.If	your	bank	account	has	been	hacked,	report	it	to	your	bank's	fraud	department	and	freeze	the	account.	Then,	immediately	change	your	passwords	and	security	questions.If	you	dont	report	the	incident	right	away,	banks	may	not	refund	your
money.	Also	consider	taking	these	steps	to	lock	down	your	account	and	identity.1.	Check	your	bank	statementsIf	you	see	transactions	youve	never	made	and	you	havent	let	anyone	else	use	your	card	you	should	report	fraud	to	your	bank.	Heres	what	to	do,	using	Chase	Bank	as	an	example:Report	credit	card	fraud	that	youve	discovered	in	your	Chase
account.	Credit	card	charges	need	to	be	posted	before	you	can	dispute	them.	Go	to	Recent	Activity	and	choose	the	credit	card	that	reflects	the	fraudulent	charge.	Find	the	transaction	in	question,	and	verify	that	its	been	posted	to	your	account.	Click	on	it,	then	select	Report	a	problem,	and	answer	the	prompts.	It	may	take	a	few	weeks	for	Chase	to
review	and	remove	the	charge.Report	debit	card	fraud	found	in	your	Chase	account.	Follow	the	same	process,	but	instead	choose	your	checking	account	in	Recent	Activity.	Youll	be	able	to	check	the	status	of	your	report	under	Account	Services	Track	Claims.	Report	any	pending	unauthorized	debit	charges	by	calling	1-866-564-2262.Lock	your	cards.
Locking	your	debit	card	or	credit	card	will	block	scammers	from	making	new	purchases.	In	the	Chase	Mobile	app,	click	on	the	account	you	want	to	lock.	Scroll	down	to	Account	Services	and	tap	on	Lock	and	Unlock	Card;	then	toggle	on	Lock.2.	Contact	your	bank	or	card	issuers	fraud	departmentYour	banks	website	may	list	several	fraud	lines.	Chase,
for	example,	has	different	phone	numbers	for	reporting	fraud	on	your	checking	and	savings	accounts,	debit	cards,	credit	cards,	auto	financing,	and	home	loans	[*].Call	the	one	thats	applicable;	then	ask	the	fraud	representative	to	cancel	your	cards	and	accounts,	and	ask	for	new	ones.	Point	out	all	suspicious	transactions,	and	ask	the	representative	to
note	the	charges	in	your	file.You	may	need	to	provide	more	documentation	before	a	bank	can	share	information	about	a	fraudulent	account	opened	in	your	name.	Chase,	for	instance,	requires	a	written	request,	a	copy	of	your	government-issued	ID,	an	Identity	Theft	Report,	and	other	third-party	documentation	such	as	a	Power	of	Attorney	sent	via	first-
class	mail	[*].{{show-cta}}3.	File	reports	with	the	FTC	and	local	policeWhile	the	Federal	Trade	Commission	(FTC)	doesn't	investigate	claims	directly,	it	passes	along	the	information	to	the	Identity	Theft	Data	Clearinghouse	a	database	that	helps	law	enforcement	prosecute	identity	thieves.If	you	suspect	youre	the	victim	of	identity	theft,	file	an	Identity
Theft	Report	with	the	FTC	at	IdentityTheft.gov.	After	submission,	youll	receive	an	ID	Theft	Affidavit	and	a	personalized	action	plan	for	identity	recovery.	You	wont	have	to	file	a	separate	fraud	report	[*].To	prove	youre	not	responsible	for	debt	incurred	by	scammers,	you	should	also	report	unauthorized	charges	to	your	bank	within	two	weeks.	Most	will
ask	you	to	include	a	copy	of	your	ID	Theft	Affidavit	along	with:A	Fraudulent	Account	Statement	which	details	the	creditors	name	and	address,	your	account	number,	a	description	of	the	unauthorized	credit,	the	purchase	date,	and	the	transaction	amount.A	copy	of	your	ID.Proof	of	your	residence	at	the	time	of	the	crime.If	you	dont	think	youre	an
identity	theft	victim	but	still	have	fraud	to	report:Go	to	ReportFraud.ftc.gov.Complete	as	much	information	as	possible	about	the	scam	including	when,	where,	and	how	it	happened,	transaction	amounts,	and	any	other	details	you	have	about	the	fraudsters,	such	as	their	phone	number	or	email	address.If	the	scam	involved	malware,	elder	fraud,	or	other
cybercrime,	consider	filing	a	complaint	with	the	FBI	through	the	Internet	Crime	Complaint	Center	(IC3).Lastly,	file	a	police	report	at	your	local	station.	Financial	institutions	and	consumer	reporting	agencies	often	require	a	police	report	to	dispute	fraudulent	charges	and	accounts,	and	most	insurance	companies	ask	for	one	when	you	file	a	claim	for
losses	[*].Bring	a	printed	copy	of	your	Identity	Theft	Report	and	ask	the	officers	to	attach	it	to	their	report.	If	they	wont	take	a	report,	give	the	officers	a	copy	of	the	FTCs	Law	Enforcement	Cover	Letter,	which	outlines	why	a	police	report	is	critical	for	victims	of	identity	theft.4.	Place	a	fraud	alert	and/or	security	freeze	on	your	accountWhen	youve
initiated	a	fraud	alert,	companies	must	verify	your	identity	before	issuing	credit.	Fraud	alerts	are	free	and	typically	last	for	one	year.	But	victims	of	identity	theft	can	set	up	an	extended	fraud	alert.	These	last	for	seven	years	and	also	opt	you	out	of	prescreened	credit	card	offers	for	five	years.Contact	any	one	of	the	three	major	credit	bureaus	and
request	a	fraud	alert.	Youll	be	asked	to	share	a	government-issued	ID	number,	a	bill	showing	your	address	and	full	name,	and	a	document	that	includes	your	Social	Security	number.	Once	the	request	goes	through,	that	bureau	must	notify	the	other	two	bureaus	of	your	alert.Security	freezes,	otherwise	known	as	credit	freezes,	seal	your	credit	file.
Freezes	are	free	and	available	at	any	of	the	major	credit	bureaus.	You	must	freeze	your	credit	individually	at	all	three	major	credit	bureaus.	Memorize	your	PIN	numbers	so	that	you	can	unfreeze	your	files	in	the	future.How	to	freeze	your	credit:For	extra	protection,	you	can	set	up	a	fraud	alert	and	a	security	freeze.	That	way,	if	a	freeze	gets	lifted,
banks	will	still	call	you	to	verify	your	identity.Smaller	banks	and	credit	unions	use	a	reporting	agency	called	ChexSystems	to	review	checking	and	savings	account	activity	before	issuing	new	accounts.	To	block	scammers	from	opening	non-credit	accounts,	consider	setting	up	a	ChexSystems	freeze.5.	Update	your	passwordsFirst,	double-check	the
contact	information	listed	on	your	accounts.	Scammers	may	have	changed	your	email	or	phone	number	so	that	they	receive	password	reset	requests	instead	of	you.Once	you	have	confirmed	that	your	data	is	accurate,	do	the	following:Change	the	passwords	on	all	of	your	online	accounts,	starting	with	any	compromised	ones.	Auras	free	Dark	Web
scanner	can	uncover	usernames	and	passwords	involved	in	data	breaches	or	leaks.	Use	strong	passwords	that	dont	contain	any	information	that	fraudsters	could	easily	guess.Sign	up	for	account	alerts.	Chase,	for	example,	sends	emails,	text	messages,	or	push	notifications	whenever	theres	a	charge	or	balance	transfer	noted	on	your	account,	allowing



you	to	quickly	respond	to	fraudulent	activity	[*].Enable	extra	security	measures.	Two-factor	authentication	(2FA)	or	multi-factor	authentication	(MFA)	can	stop	hackers	from	logging	in	to	your	accounts	even	if	they	have	your	password.	This	is	because	they	would	also	need	your	face	ID,	fingerprint,	or	a	code	from	your	authenticator	app	in	order	to	gain
access.6.	Submit	a	dispute	for	stolen	or	lost	fundsIts	best	practice	to	notify	your	bank	of	suspicious	activity	immediately.	But	if	you	cant	report	it	right	away,	stay	within	these	official	reporting	time	frames	to	avoid	liability:Unauthorized	debit	card	withdrawals:	Within	two	days.	You	will	lose	no	more	than	$50	if	someone	uses	your	PIN	or	debit	card
without	your	permission.Unauthorized	credit	card	transactions:	Your	liability	is	capped	at	$50,	regardless	of	the	total	amount	scammers	stole	[*].Unauthorized	checks	drawn	on	your	account:	Within	60	days	after	receiving	your	bank	statement.Counterfeit	checks	or	checks	with	forged	endorsements	drawn	on	your	account:	Within	six	months	after
receiving	your	bank	statement.Unauthorized	teller	transactions:	Within	30	days	of	appearing	on	your	statement.Unauthorized	payments	and	transfers	(and	bill	payments):	Within	two	days	to	incur	no	responsibility,	and	within	60	days	to	incur	a	$500	maximum	liability.	After	60	days,	you	may	be	fully	liable.Preauthorized	Electronic	Funds	Transfers:
Stop	these	payments	by	notifying	your	bank	within	three	business	days	of	the	send	date.After	contacting	your	bank	to	explain	the	situation,	you	should	formally	dispute	the	charges.	Some	banks	have	an	online	process	that	you	can	follow	or	provide	a	telephone	support	line.	Others	require	you	to	send	in	a	letter.	Take	action:	Aura	alerts	you	if	your
credit	card,	SSN,	or	other	personal	information	is	at	risk.	Get	Expert	Fraud	Remediation	to	help	answer	questions	and	recover	your	identity.	Start	your	free	14-day	trial	today.7.	Dispute	any	inaccuracies	on	your	credit	reportIf	you	spot	fraudulent	debt	on	your	credit	report,	start	by	disputing	it	with	the	information	furnisher	(the	lender	or	bank	that
issued	the	debt).	If	the	furnisher	can't	or	won't	reverse	the	charge,	you	need	to	submit	a	formal	dispute	with	the	credit	bureau.Use	the	FTCs	sample	dispute	letter	as	a	template.	Include	any	other	relevant	and	supporting	information,	and	send	it	via	certified	mail.	Keep	copies	of	everything	you	send.File	a	dispute	with	Equifax:	Submit	a	formal	dispute
online	or	by	mail	at:	Equifax,	PO	Box	740256,	Atlanta,	GA	30348.File	a	dispute	with	TransUnion:	Submit	a	formal	dispute	online	or	by	mail	at:	TransUnion	LLC,	Consumer	Dispute	Center,	PO	Box	2000,	Chester,	PA	19016.File	a	dispute	with	Experian:	Submit	a	formal	dispute	online	or	by	mail	at:	Experian,	PO	Box	4500,	Allen,	TX	75013.Credit	bureaus
have	30	days	to	investigate	your	claim	and	send	you	results	in	writing.	If	your	report	changes,	they	must	also	send	you	a	free	copy	of	your	credit	report.	If	your	report	doesnt	change,	ask	that	your	dispute	statement	be	included	in	your	file	[*].8.	Follow	up	with	your	bankWhen	dealing	with	debit	cards	and	new	bank	accounts,	banks	typically	have	1020
days	to	respond	and	up	to	45	days	to	investigate	[*].	For	credit	card	fraud,	the	issuer	must	respond	within	30	days	and	investigate	within	two	billing	cycles	[*].If	your	matter	doesn't	get	resolved,	file	a	complaint	with	the	Consumer	Financial	Protection	Bureau	(CFPB).Fill	out	the	complaint	form	by	visiting	consumerfinance.gov/complaint	or	call	855-
411-2372.Include	all	important	information,	such	as	how	youve	tried	to	resolve	the	issue	so	far,	what	you	think	would	be	a	fair	resolution,	and	supporting	documents.	It	usually	takes	15	days	to	get	a	response.Can	You	Get	Back	Your	Stolen	Money?If	you've	been	scammed,	your	bank	may	refund	the	money	stolen	from	your	account.	It	depends	on	the
amount,	how	long	it	took	to	report	the	fraud,	and	how	the	money	was	stolen.While	that	may	not	be	comforting,	you	do	have	some	protections,	including:The	Fair	Credit	Billing	Act	(FCBA).	This	federal	law	limits	consumer	liability	against	credit	fraud	to	$50	in	most	cases,	and	fraud	victims	have	60	days	to	dispute	charges	over	that	amount	[*].	Banks
must	acknowledge	your	complaint	in	writing	and	cant	take	actions	that	negatively	affect	your	credit	score	until	their	investigation	is	complete	[*].Credit	Card	Zero	Liability	Protection	Policies.	Most	major	credit	cards,	like	Visa	and	Mastercard,	protect	cardholders	from	any	unauthorized	purchases.	Credit	card	servicers	with	this	policy	will	restore
stolen	funds	after	an	investigation.Bank	Account	Zero	Liability	Policies.	Some	banks,	such	as	Citizens	Bank,	OceanFirst,	and	Truist,	offer	zero	liability	protections	for	your	accounts.Regulation	E.	Part	of	the	Electronic	Fund	Transfer	Act	(EFTA),	Regulation	E	protects	people	using	electronic	funds	including	ATMs,	direct	deposits,	and	gift	cards	[*].	If
consumers	report	losses	within	two	days,	their	liability	cannot	exceed	$50	[*].What	If	Your	Bank	Wont	Refund	You?File	a	complaint	with	the	Federal	Reserve.	Theyll	send	your	complaint	to	the	appropriate	federal	regulator	or	Reserve	Bank	for	investigation	[*].	You	should	receive	an	update	within	15	days	and	a	result	within	60	days.File	a	complaint
with	the	Office	of	the	Comptroller	of	the	Currency	(OCC).	First,	search	the	OCC	database.	If	your	bank	or	federal	savings	association	is	regulated	by	the	OCC,	the	Office	will	work	to	get	a	resolution	within	60	days.	Have	all	of	your	documentation	ready	before	you	file	the	form	times	out	after	30	minutes	of	inactivity	[*].File	a	complaint	with	the
National	Credit	Union	Administration	(NCUA).	If	your	issue	is	with	a	credit	union,	the	NCUA	will	help	you	resolve	it	within	60	days	[*].	Situations	that	extend	beyond	that	time	frame	will	undergo	a	formal	NCUA	investigation.Grappling	with	hacked	bank	accounts	takes	time	and	effort,	and	it	doesn't	always	pay	off.	The	best	way	to	monitor	your
accounts	may	be	to	sign	up	for	a	digital	security	provider.With	Aura,	you	get	access	to	identity	theft	protection,	antivirus	software,	and	phishing	protection	tools.	Auras	U.S.-based	support	experts	are	available	24/7,	and	every	adult	on	your	Aura	plan	gets	up	to	$1	million	in	insurance	coverage	for	eligible	losses	due	to	identity	theft.Keep	your	bank
account	safe	from	scammers.	Try	Aura	free	for	14	days.
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